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I’M SORRY DAVE; I AM AFRAID I CANNOT DO THAT…..

I. Introduction
a. Our focus will be upon the developing fields of Artificial Intelligence, and the not yet 

attained (or perhaps it is already here?) Artificial Super Intelligence.  
i. Alternate Title: “A Short Introduction to AI, IA, Cognitive Computing, Expert

Systems, and We Mere Mortals.  How Do We Relate To Each Other and What 
Might The Future Hold?”

ii. Even our refrigerators are advertised as having artificial intelligence: we are 
surrounded by machines of all types that anticipate us, seeking to do the tedious 
on our behalf.  A recent post included a statement that the average digital 
washing machine has more computing power than was used to put the first man 
on the moon.  

b. DEFINITIONS are a problem, since one person’s artificial intelligence is another’s machine 
learning, not artificial intelligence at all.  Others would perhaps make three categories, 
machine learning, artificial intelligence, and artificial super intelligence.  To get a feel for 
the field, spend a few minutes exploring the world of AI.  Here are links to one AI definition 
article.  Even more importantly, take some time and explore Sophia, the AI conversational 
robot by Hansen Robotics of Hong Kong.  Sophia is, despite appearances, not so much an 
intelligent machine as she is some combination of enchanting, hopeful, and a significant
example of the uncanny valley.  

i. Please see the more complete link above and further discussion below, but the 
uncanny valley is the hypothesis that there is a direct correlated relationship 
between an object’s resemblance to a human being and a negative emotional 
reaction.  

ii. You might think that being closer to human might elicit warmth.  However, the 
uncanny valley proposition is the closer to human in appearance, the feelings 
elicited become more and more cold and uncomfortable.  

c. Ethical and Survival Issues in the Study of AI?  
i. The survival of our role as lawyers is under incredible pressure from numerous 

sources.  
1. Ethics Issues:

a. In general, one might submit that our ethical rules are born out 
of litigation and conflict.  

b. However, perhaps for the first time, we as lawyers find ourselves 
in competition with someone who didn’t go to law school, didn’t 
take the bar exam, and who has no ethical rules and in fact, no 
ethics.  

c. Machines, large and small.  Machines that deal only in zeros and 
ones.  Machines that can read faster, analyze differences more 
quickly, and glean patterns and trends that are invisible to the 
human eye.  

d. These machines, performing machine learning and AI, while 
striving for ASI, are certainly capable of doing much of today’s 
routine legal work.  They have changed our hiring patterns 
already, and they may replace all legal support staff.  

https://www.techemergence.com/everyday-examples-of-ai/
https://youtu.be/S5t6K9iwcdw
https://en.wikipedia.org/wiki/Uncanny_valley
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i. It is unavoidable that such technology will level the 
playing field between great technical lawyers such as 
ACTEC Fellows, and those not as talented but who are 
relying upon AI to find best practices and solutions.  

ii. Of course, that comparison is not real.  For the real issue 
for the future is not one of fear, or being replaced by a 
machine, but instead what can we do, as some of the 
brightest and best, if we fully embrace such technology?

ii. As to survival, there are at least two questions.  
1. One is the survival of the profession, or at least how law is practiced, with 

the increasing ability to synthesize information on a timely basis with 
precision using AI.  

2. The second is the broader humanity issue, noted below in the article 
about Elon Musk.  

d. GOAL:  This is NOT a paper or outline to give fixed answers to learn and use. This paper 
also breaks from traditional citation methods and includes both hyperlinks and endnotes 
for the URLs to much of the referenced material. 

i. It is intended to create questions, to give rise to conversation, to inspire both 
hope and fear.  

ii. It is to acquaint those who have not followed this field closely for the last year or 
two with the change and almost limitless potential that artificial intelligence, and 
even more so, artificial super intelligence, has and will have upon the practice of 
law, the privacy of client information, and the role that we as the human element 
in the equation will fill in the future.  

iii. Just as paralegals, office managers, marketing specialists, and internet research 
tools have expanded our capability and narrowed our focus in the past, AI and 
ASI will do all of this and more.  

II. Larger societal issues?  Massive unemployment? Data Privacy and use?
a. Boston Consulting Group has already predicted that 25% of all jobs currently held in the 

US simply will disappear by 2025 (six years from now)!  Is that possible?
b. Misleading statistic?  Don’t computers and technology simply create different jobs, 

service and technology jobs?  There are many that believe that while the historical facts 
are that new jobs have always been created (we are today at historically low 
unemployment levels) there are also those that say that the rate of job creation is 
beginning to fall behind the rate of job elimination.

c. Regulations and statutes relating to a consumer’s personal data are part of a societal 
change in the way we regard privacy.  

i. Sweeping EU privacy rules referred to by the acronym, GDPR (General Data 

Protection Regulations) went into effect on May 25, 2018 and the California 
Consumer Privacy Act (“CCPA”) has an effective date of January 1, 2020.  

ii. The GDPR rules purport to apply to anyone operating an internet site which may 
be reached by a person from the EU.  We know by simply looking at the list of 
ACTEC committees, and the presence of International Fellows that many in this 
room have an EU presence.  

iii. CCPA is applicable to California residents and their rights with respect to their 
information collected by companies

iv. In January of 2019, the GAO issued its report to the Chairman, Committee on 
Energy and Commerce, House of Representatives, titled INTERNET PRIVACY: 

https://gdpr-info.eu/
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
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Additional Federal Authority Could Enhance Consumer Protection and Provide 
Flexibility. Is this the coming of a US GDRP in the form of Federal legislation and 
rule making?  It is a very interesting read.  

d. Equally important on an immediate basis is the work of Turney Berry and others from the 
College serving on the Uniform Laws Commission Committee on Electronic Wills.  The 
concept of a Will which does not exist in physical form, is difficult. However, why would 
you use a digital will if everyone is in the same room?  Thus, the Will is fully digital, and 
the traditional definition and understanding of the meaning of “in the presence of” when 
considering a testator and the witnesses, is changed to include video conferencing. 

i. The impact of these two simple areas, one relating to data collection, disclosure, 
and control over one’s own data, and the other relating to a formerly unknown 
method of client interaction and the ethics rules related thereto, are truly 
revolutionary in ways we cannot yet imagine.

ii. The discussion draft of the February 1-2, 2019, Committee on Electronic Wills is 
quite mature.    

III. Structure of Outline:  
a. The discussion must begin with definitions and examples of current AI and the reshaping 

of all we believe we know.  
b. Next, to ways in which technology has already changed our practice of law.  
c. Finally, we shall to “the future,” which is now.  

i. Most writers say that we are still in the stage of Narrow AI (“NAI”) however, this 
is a subject about which our guest lecturer, Jeff Glickman, is fully engaged.  
Perhaps at least General AI (“GAI”) or even ASI (defined below) is happening now.  
If a computer can drive, why can’t it practice law?  We don’t have time or space 
in this presentation, but when does the computer develop rights?  

1. Could a sentient computer have rights?  
2. Could an animal, genetically modified to grow human organs, have 

rights?  When does something that is not human become human?  
d. There is an analogy to medicine, in our respective law offices and the work we do, in that 

the traditional craft-based physician, relying upon his/her experience and intuition, is 
disappearing in favor of prescribed and widely accepted care paths and uniform 
application of best practices. In the best practices model, a given set of symptoms call for 
a given treatment regime. We expect consistent, excellent diagnosis and uniform 
treatment for the same or similar symptoms from a health-care system, why shouldn’t 
the public expect this from lawyers?

i. Patients are treated according to the called for care path, and only if the patient 
does not respond as predicted does a physician become directly involved in 
modifying and sorting out patient care and treatment.  

1. This allows the physician to focus upon the exceptional, those in need.  
Physician extenders spend time on those that are easily diagnosed and 
treated.  

2. Does this mean that a computer is practicing medicine?  Perhaps.  Can it 
be over ruled by a physician or physician extender if the treatment 
doesn’t work?  Yes, that is the reason for paths and the careful tracking 
of response to treatment and immediate identification of outliers.  

ii. Consider the story of the new lawyer practice model, consisting of a computer, a 
lawyer, and a dog.  

1. The computer is there to practice law and make decisions.

https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=506a61da-e7cc-9b69-0fe1-8df8df6bf431&forceDialog=0
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2. The lawyer is there to feed and water the dog.
3. The dog is there to bite the lawyer if he tries to interfere with the 

computer.  
IV. Definitions and Concepts:

a. The phrase “artificial intelligence” is so pervasive, so ubiquitous, that it loses meaning. 
An LG refrigerator is advertised as having AI, or being “smart.”  As a general introduction, 
there is an excellent article on the Medium website titled Distinguishing Between Narrow 
AI, General AI, and Super AI by Tannya Jalal dated May 21, 2018.  

i. AI (Artificial Intelligence) – the ability of machines to mimic human processes; any 
computational method that attempts to recreate intelligence using computers.

ii. Artificial Neural Networks: a type of AI based on mathematical models of neurons 
found in humans, animals, etc.

iii. Machine Learning: a type of AI; programs that learn from data without being re-
programmed.

iv. Deep Learning: a type of AI; broader machine learning with improved abilities to 
learn from data.

v. IA (Intelligence Assistance) – According to smartbridge.com, AI machines mimic 
humans while IA machines assist humans

vi. Narrow AI: -- Capable of performing a single task, using as a resource a single data 
set

vii. General AI – Machines that exhibit human intelligence
viii. ASI (Artificial Super-Intelligence) - intellect much smarter than best human brains 

in practically every field (scientific creativity, general wisdom and social skills 
University of Oxford’s Nick Bostrom) 

ix. Human Level Machine Intelligence (HLMI)—roughly defined as a machine 
intelligence that outperforms humans in all intellectual tasks— the holy grail of 
artificial intelligence (William Byrk, Artificial Superintelligence, The Coming 
Revolution, Harvard Scientific Review (December 4, 2015)).  This is the equivalent 
of Artificial Super Intelligence.  

x. Watson - Watson is an IBM supercomputer combining artificial intelligence and 
sophisticated analytical software for optimal performance as a “question / 
answering” machine. It is named for IBM’s founder, Thomas J. Watson. (not 
Sherlock Holmes – although the final question in Jeopardy was related to Sherlock 
Holmes).  Some describe Watson as a bot, although that may be unkind.  It was 
designed to handle factoids.  

xi. Bot -- An Internet Bot, also known as -bot-, is a software application that 
runs automated tasks (scripts) over the Internet.

xii. Google Deep Mind.  This is an extreme example of a neural network, a discipline 
and theory that has been in and out of style since 1944 when it was postulated at 
University of Chicago.  

1. A neural network that mimics how we believe the brain works, with data 
fed into nodes and each node processing data, and based upon the 
results of the processing, either passes the result on to another node, or 
stops.  

2. But in truth, that is a little like saying that the sun is a hot place to visit.  
3. An excellent Youtube video on understanding a simple neural network  is 

a great way to spend a few minutes and become an excellent 
conversationalist at dinner.    Watch this and understand the process.  

http://www.medium.com/
https://medium.com/@tjajal/distinguishing-between-narrow-ai-general-ai-and-super-ai-a4bc44172e22
https://medium.com/@tjajal/distinguishing-between-narrow-ai-general-ai-and-super-ai-a4bc44172e22
https://smartbridge.com/
https://nickbostrom.com/superintelligence.html
https://harvardsciencereview.com/2015/12/04/artificial-superintelligence-the-coming-revolution-2/
https://en.wikipedia.org/wiki/Software_application
https://deepmind.com/applied/deepmind-google/
https://www.youtube.com/watch?v=aircAruvnKk
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How can simply identifying a hard-written number from 0-9 be an 
incredibly complex task.  

4. It is also interesting to watch as the rush to AI has started to bring conflict
over management and supervision between the acquiring company, such 
as Google, and the original creators.  The pressure to produce product, 
rather than to be a research lab, is apparently immense.

b. It is possible for AI to approach human capabilities in a single field or study.  ASI would 
seek to exceed human capabilities in all fields.

c. Machine Learning v. ASI
i. In machine learning, the program can evaluate and refine the ability to reach 

correct answers, with best success currently coming from what are known as 
“neural networks.”  The shift from machine learning, or even AI, to ASI is simply 
incredible, and as pointed out in the article above.  

ii. With machine learning, or AI, the program code remains static.  The machine is 
still doing what the programmer tells it to do.  In ASI, the machine is deciding 
what to do, how to write its own code, what it should consider and what to reject
in accomplishing the tasks at hand.  That is, traditional AI programming is static, 
causing AI to be restricted within these limits

d. AI in the financial markets.  
i. Historically only limited success. The market is seen as a random walk both 

humans, and human designed algorithms are subject to all of the same human 
limitations.  No algorithm has been able to predict with accuracy.  

ii. However, unlike AI, J4 Capital’s ASI super-computer, Alpha, has been able to 
predict, for example, whether one should go long or short on the S&P 500 on a 
daily basis and be correct more than 50% of the time.  The key is that the 
computer is writing its own code, not responding to instructions from 
programmers.  

V. Ethics:
a. First, it is impossible to discuss the forms of AI without reference to ethics.  Part of this is 

relating to our legal ethics, part of it is a reexamination of how we relate to each other 
and our world around us.  

b. Although this is not an ethics paper, the ethics discussions are inevitable.  How do you 
view ethics?  

i. Are professional ethics rules simply a set of rules with yes and no answers in 
situations calling for judgement?  Aspirational standards of how we should live 
and behave?  A historical record of what the previous generation morals?

ii. Gianfranco Cecconi, in his blog post titled “GDPR Is Distracting, Let’s Talk Ethics 

Instead” on September 6, 2017, wrote “To my desmay [sic], a few years ago I 
realised [sic] that my awareness of ethics was, to say the least, immature. 
Suddenly, I understood that I was still perceiving ethics as a set of rules, 
like a child, for whom the early comprehension of what is right or wrong is 
sourced exclusively in the arbitrary guidance of an adult. … As one 
matures, being ethical becomes ‘accepting full responsibility for one’s 
ethical choices and their consequences. An ethically mature person obeys 
her or his own, inner authority (or conscience), rather than an outside 
authority figure’ ”.

https://medium.com/mydata/gdpr-is-distracting-lets-talk-ethics-instead-a5dfb1a044f1
http://psychology.jrank.org/pages/223/Ethics.html
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c. If ethics and being an ethical person are somehow hardwired into our psyche, why do we 
need rules of ethics.  Why do we need the ABA Model Rules, and our individual state bar 
rules of professional responsibility?  Looking back to Cecconi’s comparison of ethics as 
initial rules for children under adult supervision, we conclude that some children never 
grow up, or as they do, they always want to test the rules.

VI. ABA Model Rules of Professional Conduct:
a. Within the ABA Model Rules of Professional Conduct, initially adopted in 1983, there are 

three primary rules that basic to all we consider.  
i. Duty of Competency – Model Rule 1.1

ii. Duty to Communicate – Model Rule 1.4
iii. Duty of Confidentiality – Model Rule 1.6

b. ABA Formal Opinion 477R, revised May 22, 2017, explains changes to the comments to 
the Model Rules to reflect today’s reality.  For example, in the Duty of Confidentiality, the 
issue is not whether a lawyer or law firm will have a security breach, but what to do when
the security breach occurs (it will occur).  It is often said that while the client’s company 
records are usually well protected, law firms are often easy targets, and it is only a matter 
of time until a security breach.  477R also gives a history of the technology changes to the 
ABA Model Rules. 

i. Included within Opinion 477R is an excellent discussion about the previous 1999 
and 2012 changes relating to increasing technology, as well as the context in 
which the 2017 changes were made. 

ii. This Formal Opinion 477R goes on to give suggestions of specific areas of our 
practices upon which a lawyer’s focus should be given.  

1. These range from understanding technology and the ways in which your 
email and data are stored and transmitted to labeling emails and 
documents as privileged.

2. Training of personnel and vetting how your vendors screen and hire their 
employees is another key area.  

c. Although this is a national audience, a reference to the Texas Disciplinary Rules of 
Professional Conduct, Texas Opinion 648 which dealt with the use of email, setting forth 
a general rule that communication of confidential information to and from a client by 
email was acceptable, provided the use of email was reasonable under the circumstances 
and consistent with the instructions from the client.  It is not the opinion, it is the logic 
behind it, that shows what are common incorrect assumptions of current AI technology, 
the permissions required by email providers (non-negotiable), and the widespread 
knowledge of the extent to which emails can be hacked and retrieved.  

i. Rule:  Email is forever.  All copies of an email can never be destroyed.  It will live 
on somewhere. 

ii. This becomes even more interesting as Texas Opinion 648 is based upon Texas 
Opinion 572, which provides that it is reasonable to assume that independent 
contractors running copy machines will not read or utilize the data that they are 
copying.  Thus, according to this logic, your risk is the same in sending an email as 
it is that a copy machine operator will read and copy data while it is whirring 
through the copy machine feeder at hundreds of pages per minute.  Opinion 572 
also compared email to snail mail, reasoning that an email poses no greater risk 
than US mail, because US mail can be stolen from a mail box and read.  

1. To the contrary, we know that email providers use AI to scan every email, 
identify subject matter, whether the content is spam, threatening, or 

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/model_rules_of_professional_conduct_table_of_contents.html
https://www.americanbar.org/content/dam/aba/administrative/law_national_security/FO 477 REVISED 05 22 2017.authcheckdam.pdf
https://www.americanbar.org/content/dam/aba/administrative/law_national_security/FO 477 REVISED 05 22 2017.authcheckdam.pdf
https://www.legalethicstexas.com/Ethics-Resources/Rules.aspx
https://www.legalethicstexas.com/Ethics-Resources/Opinions/Opinion-648.aspx
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contains adult or other unacceptable content.  Google electronically 
reads your gmail and proposes responses.  How this information is 
ultimately used and disclosed is unclear, but the privacy permissions give 
virtually unlimited access and permissions.  

2. Query, would it be reasonable to use a copy service that requires you to 
sign a permission that the copy service may scan, record, and keep 
everything, and then use such data for such purposes as the owners of 
the copy service deem appropriate or profitable, without any assurance 
or representation as to privacy or use?  

iii. As we focus upon technology, it seems that it should not just be about how we as 
lawyers will use technology.  Instead, it has to be a recognition of the way in which 
technology is changing the world and those we represent.  

1. Contrast the ethics opinions with the remarks of the Ramon Abadin, 
incoming President of the Florida Bar Association, in 2015, who said, in 
essence, that while the way that many sites such as Avvo handle referrals 
is a violation of the fee sharing rules, we as lawyers have to find a way to 
allow this within the ethical rules, because it is the way in which people 
find lawyers. It is the access of the future. (These are virtually his exact 
words.)  

2. One of the applications in IBM Bluemix (a collection of Watson 
applications) is a program that allows analysis of personality, and of 
temperament, independently of the words that are used.  This kind of 
predictive analysis is clearly coming, and we must adjust our ethical rules 
to these sorts of big data applications.  

VII. Lions, Tigers, and.., and… “GDPR” / “CCPA”!
a. First EU and now California Pushback to Data Collection, Security, and Use of Personal 

Data in the EU, and now the Consumer 
b. If GDPR is the tsunami, then CCPA is the first big wave.  

i. General Data Protection Regulations (GDPR) – issued by the European Union, 
Effective May 25, 2018.  

1. These regulations are important for several reasons.  
2. First, this is the first truly focused, large scale attack upon the now 

seemingly unavoidable collection and utilization of personal data of 
users.  

a. The privacy policies have always been there, and you had to 
approve to use the program or application. 

b. But if you were not willing to click Yes to an incomprehensible set 
of explanations that even Mark Zuckerberg, CEO of Facebook, 
famously told Congress that he didn’t really comprehend, you 
were simply denied access to utilize the service, program, or 
application.  

c. In today’s world, most say that this is an illusory consent.  On 
February 2, a new aspect arose to all of this in the EU when 
Andreas Mundt, head of the anti-trust regulation agency in 
Germany, announced that Facebook was engaging in anti-trust 
activities in requiring its users to consent to the advertising 
model or be prohibited from using Facebook.  

https://www.youtube.com/watch?v=cQisk0sinnY
https://gdpr-info.eu/
https://www.wired.com/story/germany-facebook-antitrust-ruling/
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ii. Second, even for those who favor absolute ability to collect and utilize data as a 
provider of services sees fit, GDPR is an improvement.  Why?  Because prior to 
GDPR, each of the EU nations had separate privacy rules, and each country was 
responsible for enforcing their rules.  As a regulation promulgated by the EU, this 
preempts all EU nation laws, giving the first uniform privacy laws.  

iii. However, to read all but the truly dedicated privacy advocates, this is an almost 
impossible regulation in its scope, its global aspirations and directions, and its lack 
of bright lines as to compliance.  In addition, draconian penalties are part and 
parcel of this regulation.  

1. For major offenses, the penalty is the greater of 20 million euros, or 4% 
of gross world-wide revenue of the offending company;

2. For lesser offenses, the penalty is greater of 10 million euros and 2% of 
such gross revenues.  

c. On the first day of GDPR, enforcement actions were filed by private parties against both 
Google and Amazon, asserting billions of dollars in penalties. 

i. The Regulations cover four primary areas, which are as follows:
1. Security of your collected data
2. Data subject rights
3. Consent 
4. Design Privacy or Privacy by Design requirements

ii. An article posted by Lucy Handley on CNBC’s website, originally published on April 
25, 2018, and updated on May 23, 2018, broke the critical components of consent 
and individual data down as follows.  

1. Consumers will have a right to be informed about the collection of their 
information. Apple, for example, has introduced privacy icons to explain 
when it is gathering data on users.

2. People will also have the right to access their information via a subject 
access request and companies must provide this within a month. If any 
data is inaccurate, companies must correct it.

3. Consumers have the right to have their information erased, also known 
as the right to be forgotten. They can also ask for their data to be 
restricted: companies can store data but not use it.

4. People will be able to move or copy personal information from one 
source to another, known as data portability.

5. Consumers will have the right to object about how their data is used —
including for direct marketing. They can also object to profiling, when 
companies automatically process data to make assumptions about a 
person for marketing.

iii. Do we as lawyers collect individual data, and what kind of consent is required?  
1. My first reaction was that we do not collect data.  We have web sites, 

that may list international tax law as an attribute.  By listing that, and 
stating that one has represented US and foreign individuals and entities
in their contract negotiation and documentation, as well as tax issues, 
with EU entities, are you soliciting EU clients?  

2. Are you subject to the rules if you are seeking US clients who are doing 
business with EU individuals and entities? It is worth remembering that it 
is not just restrictions on reselling collected data, it is the security that is 
required with respect to collected data.  

https://www.cnbc.com/2018/04/25/gdpr-data-privacy-rules-in-europe-and-how-they-apply-to-us-companies.html
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iv. Additionally, you must have consent or other lawful reason for collecting and 
storing data, and you must be very clear with respect to what data you collect, 
why you collect it, and how it is going to be used.  

v. Several organizations have put out good videos on the GDPR.  These include a 
good YouTube of five minutes by IBM, and others.  

d. The California Consumer Privacy Act, about which there are numerous blogs and 
explanations, is doubly interesting in that it was enacted in a rush to prevent a voter-
initiated ballot referendum scheduled for the November 2018 elections, which would 
have been far more unwieldy to modify and fine tune.  

VIII. Electronic Wills Act
a. This is an area involving both competency and potential disclosure of client information.  

If you prepare estate planning documents, this was first discussed among the legal
community in January of 2017 at the Heckerling Tax Institute.  It is the subject of its own 
session at this ACTEC annual meeting.  

b. The concept of electronic wills and remote witnesses is driven by the “do it yourself” Will 
companies.  

c. In addition, while your state may or may not pass the uniform Electronic Will Act, it will 
still be an issue for your estate or probate practice, for if a Will was valid in the jurisdiction 
in which it was executed, then it must be honored in your state.  

d. Background First. 
i. There is probably no more precise point of conflict between technology than the 

issue of internet Will and Trust preparation.  Why?  
1. First, these are documents that in some form, everyone should have.  It 

is a societal good for more to have Wills and probate avoidance trusts.  
And the truth is, everyone would want one if they didn’t have to pay for 
it.  At the same time, popular belief is that Wills are all forms anyway, so 
how hard can it be?  

2. Thus, this became an early battle ground for technology versus legal 
ethics.  It was not until Legal Zoom became popular that friction begat
spark, and spark begat fire.  Enter first North Carolina State Board of 
Dental Examiners v. Federal Trade Commission, 135 S.Ct. 1101, (2015) a 
US Supreme Court holding that professional associations comprised 
primarily of those in the active practice of that profession must have state 
oversight.  

3. Of course, the North Carolina State Bar Association had also been 
attempting to stop Legal Zoom’s activities in North Carolina as the 
unauthorized practice of law. Legal Zoom sued the North Carolina State 
Bar, citing Dental Examiners, supra, and anti-trust violations.  The 
litigation was eventually settled between the Bar Association and Legal 
Zoom with an agreement that Legal Zoom’s forms would be reviewed by 
North Carolina counsel, and Legal Zoom would add advice on their web 
site that it was always better to talk to a lawyer. 

a. Of course, Legal Zoom now has a heading on their web site 
“Attorney Advice” and the drop-down menu under that offers 
“Legal Plans”, “Browse Attorney Directory”, and “Review 
Documents.”  

b. Plus, a click to “Speak with an attorney now”. Legal Zoom now 
offers prepaid legal services and a host of other items utilizing a 

https://youtu.be/ajzxSxekztg
https://www.law.miami.edu/heckerling
http://scholar.google.com/scholar_case?case=1834632313593185198&hl=en&as_sdt=6&as_vis=1&oi=scholarr
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combination of professional and para-professional staff, as well 
as tax advice. 

e. Against this backdrop, enter a company called Willing.com, a very well-funded internet 
company specializing in online wills and trusts.  Lest you think Willing.com is not well 
funded and organized, their web site shows Professor Sitkoff from Harvard and Professor 
Langbein from Yale on their legal advisory board.  

f. Willing.com was the moving force behind Florida HB 577, introduced in January of 2017. 
g. Looking to the two major provisions:

i. A Will could be fully digital.  No more need for the Will to be on paper.  This would 
allow a digital signature and existing only electronically, not physically. 

ii. The phrase “witnesses signing in the presence of the Testator” has always, in 
Texas and what is believed to be all jurisdictions, this meant in the same physical 
space.  The Electronic Wills Act would reverse that, to no longer require physical 
presence, as in occupying the same room.  In the presence would also include 
video chats such as Skype as being in the presence.  

iii. The Uniform Laws Commission Committee on Electronic Wills began in 2017 with 
several key cases as background.  These include the Castro Estate, Taylor v. Holt, 
and Litevich v. Probate Court of West Haven.

1. Another case, equally if not more interesting, is the Australian case of Yu, 
[2013] QSC 322.  Castro, Taylor, and Yu are the kind of interesting cases 
that show the need for clarity. 

2. In the Castro Estate, a Samsung tablet was used with a writing stylus.  The 
will was written out on the tablet, signed and witnessed, but all on an 
electronic tablet, not paper.  The only issue was whether the use of a 
tablet, rather than paper, was allowed as a writing.  The court found 
“yes.”

3. In Taylor v. Holt, the decedent prepared his own Will on his computer, 
and affixed an electronically generated signature, rather than one affixed 
by hand.  Same for the witnesses.  Of course, an electronically generated 
signature was held to be a signature.  

4. In re Yu is the extreme.  The decedent typed out his Will on his 
smartphone as a text message, but never sent it.  Nevertheless, it was 
held to be a valid Will.  

h. The current draft of the Electronic Wills Act, and the Memorandum from the Drafting 
Committee explaining the issues and their approach, are hyperlinked above.  Also see the 
Committee’s approach of only requiring extra actions for the Will to be self-proved.  

i. Why is the Uniform Law Commission not including trusts, powers of attorney, or other 
documents in this effort? Because it is already done.  

i. UETA.  The Uniform Electronic Transactions Act (1999), specifically provides that 
an electronic transaction with an electronic signature will have the same force 
and effect as a paper transaction with a manual signature.  

ii. But UETA excludes wills, making the Electronic Will Act necessary.  
IX. Artificial Intelligence – The Future of Mankind – R2D2 or Terminator?  

a. For a moment, please go back to the first part of this paper and review the definitions 
associated with artificial intelligence, known as “AI.”  Once you have done that, step back 
and consider the broader implications of AI, not just upon the practice of law, but upon 
our society in general. 

http://www.willing.com/
http://www.uniformlaws.org/shared/docs/electronic wills/2017oct_E-Wills_Appendix of Cases_Castro Estate etc.pdf
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b. The impact of AI, without regard to ASI, is expected to be profound, and this is not a 
distant drum.  This is already here. All of this is moving much faster than we expect, or 
frankly than we want to consider.  For a country that cannot sort out social security or the 
unaffordable cost of Medicare and Medicaid, how can we manage the loss of jobs 
replaced by robots and smart software.  Will we have a 25% unemployment in 2025?

i. An article titled Future Of Work: Three Ways To Prepare For The Impact Of 
Intelligent Technologies In Your Workplace quoted two statistics.  The first was 
from Boston Consulting Group, that predicted that 25% of jobs will be replaced 
by robots and smart software by the year 2025.  The second quote was from a 
study by Oxford University that predicted that 35% of the existing UK jobs will be 
eliminated in the next 20 years. It is important to note that these are not saying 
that there will be a 25% unemployment rate in 2025.  They are saying that, per 
Boston Consulting Group, 25% of the existing jobs will be replaced by technology.  
No comment is attempted on whether and to what extent those eliminated jobs 
will be replaced by new jobs.  However, there is also evidence that jobs are being 
replaced at a faster rate than new jobs are being created by technology.  

ii. The position paper by Deloitte titled Developing Legal Talent: Stepping Into The 
Future Law Firm, dated February 2016, is also very interesting reading.  That 
paper is UK focused, considering the various ways in which the law firms in the 
UK can react to increasing technology, with predictions as to how those will fare. 
The paper is worth a careful reading.  

iii. Without including that which is already linked herein, consider the following set 
of expectations by Deloitte in the above paper.  Deloitte says:

1. “The legal profession will be radically different in ten years. On the 
whole, we expect the following: 

a. fewer traditional lawyers in law firms
b. A new mix of skills among the elite lawyers
c. Greater flexibility and mobility within the industry
d. A reformed workforce structure and alternative progression 

routes
e. A greater willingness to source people from other industries with 

non-traditional skills and training.”
c. Continuing with the issue of general displacement of jobs, what kinds of jobs are replaced 

first by technology.  McKensie & Company, in its quarterly publication McKensie 
Quarterly, July 2016, published a now widely cited article titled Where Machines Could 
Replace Humans – And Where They Can’t (Yet).  The key study therein is the chart 
showing McKensie’s view of the portion of activities that can be replaced using current 
technology.

i. Predictable physical work comes as the most likely and easiest to replace with 
existing technology, with an estimate that 78% of the time currently spent on 
predictable physical activity capable of replacement using technology available in 
2016.  Coming in close behind that are data processing and data collection.  

ii. Moving across the chart from more likely to less likely, McKensie gives the 
following estimates of how much time currently spent upon activities could 
currently be replaced:

1. Non-repetitive physical work = 25%
2. Stakeholder interactions = 20%
3. Applying expertise 18%

https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/audit/deloitte-uk-developing-legal-talent-2016.pdf
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/where-machines-could-replace-humans-and-where-they-cant-yet
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4. Managing others = 10%
iii. The report is further nuanced by dividing that likelihood into industry sectors and 

is well worth study.
iv. Finally, the McKensie report focuses upon that likelihood of replacement is not 

solely dependent upon whether the technology is available.  In fact, McKenzie 
describes five factors which influence replacement by technology:

1. technical feasibility; 
2. costs to automate; 
3. the relative scarcity, skills, and cost of workers who might otherwise do 

the activity; 
4. benefits (eg, superior performance) of automation beyond labor-cost 

substitution; 
5. regulatory and social-acceptance considerations.

v. David Meyer, in the Fortune Magazine issue dated November 29, 2017, further 
quoted McKensie for the proposition that 800 million of today’s jobs could be lost 
to automation in the next (then) 13 years. The concern is not as to the quality of 
the jobs, or the overall productivity, but rather to an increasing problem of 
unemployment.  

1. While many cite to the proposition that more and more individuals will 
be available to work in fields like senior care, that too may be a 
disappearing field for many jobs.  

2. Japan is probably the leader in its plan to use robots for senior care. This 
is particularly of concern for Japan with its aging population and shortage 
of caregivers. By 2025, it is estimated that there will be a shortage of 
370,000 caregivers in Japan.  The Japanese government is currently in a 
campaign of encouraging its senior citizens to accept that robots will give 
much of their care.  Simple robotic devices that can help the elderly out 
of their bed and into a wheelchair, or in and out of a bath, will be the first 
effort.  The goal of the Japanese government is that four out of five will 
be willing to have robotic assistance by 2020.  

3. In this area, and we will deal with it directly in a later portion hereof, it is 
important to note that much of the resistance is from lack of emotional 
interaction.  In thinking about this, one must look at Sophia, the 
humanoid robot from Hanson Robotics, based in Hong Kong.  

vi. Consider next the issue of job replacement.  That is, haven’t we seen that the jobs 
replaced by technology give way to more new jobs in the technology field?  While 
this has clearly been the case in a global sense, there is a line of concern set forth 
by many.  

1. The issue is whether the jobs created by technology will begin to lag the 
jobs replaced by technology.  Deloitte in one of its studies has a positive
view that jobs that didn’t exist are always created, ones that require less 
muscle and more artistic talent or thinking power.   The point is easily 
made that at one time Luddites were smashing weaving looms for the 
very reason that many are concerned about the “rise of the machines.”  

2. At the same time, there is a current running through all of this, espoused
by some, that a Universal Wage, for doing nothing, is the inevitable result 
of increasing ability of technology to not just do routine predictable work, 
but to begin to think for itself.  
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a. This idea, as foreign as it sounds, has become popular to espouse 
in Silicon Valley.  None other than Mark Zuckerberg, of Facebook, 
Elon Musk, of Tesla and SpaceX fame, and Pierre Omidyar, 
founder of EBay, each were recently quoted in an article in Inc. 
magazine in 2017 as proponents of a universal basic wage as a 
remedy for the increasing number of jobs being and to be 
displaced.  

b. Finland has had a universal wage, of approximately 600 euros per 
month, a more conservative government has been elected, and 
that program has just ended.  Switzerland recently rejected such 
a concept both as too expensive and a detriment to productivity.  
However, there are several experiments started by tech founders 
interested in testing the theory.  

c. In Ontario, a pilot project began in 2017, giving 4000 residents 
from age 16 to 64 a basic income of slightly more than $12,000 a 
year.  The largest project is by Ominyar (eBay), whose experiment 
in Kenya involves 6000 people for 12 years.  

d. What about the legal profession?  Are we subject to replacement by AI?
i. The answer is YES, with respect to much (if not most) of what we do.  Clearly, it is 

a matter of job, the level of repetitiveness, the need for human interaction, and 
other factors.  

ii. In the 1970s, everyone had a secretary, lawyers didn’t type, 4 to 6-part carbon 
paper (bet you have never seen that) were widely used, and proof readers were 
everywhere.  Billing records were entered in a diary, then typed from the diary to 
perforated sheets with sticky on the back which could each be pasted onto a 
client ledger.  When billing time came, the ledger was pulled, an accounting clerk 
totaled the bill, and the lawyer dictated a summary, to be typed by the secretary, 
with a fee affixed.  Of course, since a third-year lawyer, even in the largest firms, 
was billed out at about $35 per hour, and a new lawyer was paid around $12,000 
a year, we know that times have changed.  

iii. Those jobs within law firms are now replaced by automation and computers, with 
the lawyer doing much of his or her own keyboarding, proofing, and printing.  
Mailing is almost a thing of the past, as email has replaced much of the US Mail.  
We quietly laugh at the antiquated ways of the past, 40+ years ago.  But what will 
it look like over the next 10 years?  

1. Search and analysis tools will become much more sophisticated.  Lexis 
Nexis has already replaced the antiquated West key number system.  The 
search engine ROSS, found at www.rossintelligence.com, utilizes IBM’s 
proprietary search engine, Watson.  Founded by three recent college 
graduates, none of whom went to law school, it is touted as the next step 
in legal research.  One of the founders explained to co-author Michael 
Graham that his mother had gotten a divorce, and the lawyer cost too 
much.  So he wanted a way to lessen the cost of lawyers.  

2. How is Ross different from LexisNexis and other Boolean based search 
engines?  It is in the use of Watson, which although greatly publicized, 
has proved more difficult with which to work for developers than 
expected.  Now, systems such as neural networks like that found in more 

http://www.rossintelligence.com/
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advanced AI, such as Google’s DeepMind, seem to be making more 
progress.

iv. The work that Jonathan Blattmachr and co-author Graham have been doing in 
the field of AI assisted document generation for a number of years lead them to 
be invited by IBM climb into the Watson sandbox and be IBM Watson partners.  
It was an expensive and disappointing experience, because, as noted by Lucas 
Mearian, writing for Computerworld magazine with respect to Watson for
Oncology expectations of what Watson can do today have been set far too high 
by the Watson marketing department.  

1. First, one of the highpoints was when Watson’s lead engineer listened to 
Jonathan Blattmachr explain what he wanted to create in Watson, and
then drew a scale of 1-10 on the board as Watson’s potential capabilities.  
He then wrote the number 15 on the far right of the white board, saying 
that was what Jonathan was expecting Watson to do.  Watson just wasn’t 
ready for Jonathan.  

2. Graham’s observations have been that the Watson algorithms are more 
about the question than the answer.  Watson is really good at 
understanding a plain language question.

3. The algorithm is written differently, in that Watson accepts plain 
language questions, analyzes them into a series of questions based upon 
what Watson thinks you are trying to ask, then creates a series of answers 
for the various possible questions, finally giving you its own confidence 
score of how likely it thought each question and answer pair is what was 
intended. 

4. This actually makes quite good sense, when one thinks about Watson as 
a winner on Jeopardy.  It was designed to return factoids.  

a. A way of thinking about Watson is to consider an article in the 
local newspaper about a baseball game.  What is the one word 
that will not appear?  Baseball.  

i. Instead, the article will talk about strikes, balls, bases, 
and the like.  

ii. How did you know that it was speaking of baseball, and 
not bowling, or the act of hitting a person?  Our minds 
instantly compare words to other words, placing them in 
context and deducing that library from which to consider 
and orient the thought process.  

X. Current Technology directly of interest to attorneys.
a. Document analysis is an area which we once considered the sole domain of an individual 

attorney.  Now, you may wish to spend time considering the following applications. Some 
may be of help in your practice, and they are fascinating first efforts.  

i. Contract Analysis (LegalRobot, eBrevia, Beagle…)
ii. Read, Interpret, Extract Document Content (iManage…)

iii. Temporal Document Analysis (NexLP…)
b. Legal Strategy based upon historical data analysis of past cases and rulings by particular 

judges.  
i. Predict Case Outcomes (CaseCrunch…)

ii. Predict Winning Combinations of Cases, Lawyers and Judges (Premonition…)
1. This is an incredibly interesting application

https://www.computerworld.com/article/3321138/healthcare-it/did-ibm-put-too-much-stock-in-watson-health-too-soon.html
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2. Discussed below
iii. Lawbots (Self-Help AI)

1. Founding Documents
2. Incorporation (RocketLawyer…)
3. Bylaws, Actions (Wilmerhale…)

iv. Intellectual Property
1. Confidentiality Documents (Docracy…)
2. Patent Search (Google Patents…)
3. Copyrights (TrademarkEngine…)
4. Trademarks (TrademarkNow…)
5. Patents (LegalZoom…)

v. Compliance
1. Taxes (Turbotax…)

a. Visas (Visabot…)
b. DMCA (LegalRobot…)

2. Agreements
a. Contracts (Docracy…)
b. Privacy (FreePrivacyPolicy…)
c. Estate Planning Documents (InteractiveLegal.com)

vi. An example of the power – Premonition application
1. Consider the legal analysis company Premonition, which gives 

statistically, from over 3000 courts across the US, litigation statistics.  
a. “Which Lawyers, Win Which Cases, In Front of Which Judges?”
b. For each lawyer, before which Judges, 

i. What is win % for that lawyer before the Judge
ii. What is average length of case in days

iii. What is hourly rate
c. The visual of the home page on Premonition is enticing.  It is what 

our clients want.  
2. Why shouldn’t this same data be available for estate planning attorneys?   

-- While it is true that the available data is not public in the same way as 
litigation court records, and we don’t have a win/loss record, we do have 
typical client size, average time to produce documents, average time 
meeting with client, average fee.

vii. Email
1. “Alexa, read my email to me.”
2. Alexa has an app that will read your email to you, asking after the subject 

line of each, do you want to skip, archive, delete, or have Alexa read the 
body of the email to you.  

3. Once it starts reading, it will read a paragraph or so, then stop, estimate 
the time it will take to read the rest of the email to you, and ask whether 
you want it to read the rest, or take other action.  

viii. Video contact with the Elderly. -- My father just turned 100 on March 5, and while 
still mentally alert, has to be in a care facility for physical reasons.  

1. Amazon Alexa with Camera (Amazon Dot) allows me to have a small video 
device next to his recliner that I can simply turn on and see and talk to 
him, and he can see me.  

https://www.premonition.ai/
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2. The good part is that I have the choice of setting it up to where he either 
has to accept the call, or that the call just goes on automatically, so he 
doesn’t have to fumble and find the right button.  

3. This is probably not a good device to put in a bedroom.  
ix. Virtual Assistants

1. Apple, Google, and Amazon are all very active in the “personal assistant” 
area.  What does that mean?  

a. It is an extension of the Alexa read my mail above, but allows you 
to voice command everything from reading mail to turning off 
and on lights, asking what appointments you have today, etc.  

b. The ability in the morning to say: “Alexa, read my email to me” 
and “Alexa, what appointments do I have today?”  

c. Also, at least Google assistant has the capability to monitor traffic 
conditions, look when your next appointment is, and remind you 
to leave to drive or ride transit to your next appointment based 
upon real time conditions.  – But this requires Google to know 
where you are going every day, where you are at every minute, 
and current conditions.  

2. It appears that Amazon is ahead in capabilities, and in market penetration 
because the now famous “Alexa” has permeated our pop culture, even 
to Saturday Night Live skits.  However, Google is more powerful in asking 
random questions, because it is voice integrated to give you voice 
responses based upon the pervasive Google search engine.  

3. The benefit of these is really amazing, because they not only tell you your 
appointments, deadlines, and airplane reservation booking codes, 
importing information from email and other sources, they allow you to 
use voice commands to make appointments, reservations, and more.

4. Of course, there is always a price to pay.  It is probably best to remember 
that Google, Amazon, and Facebook are in the data business, and 
therefore collecting, using, and reselling your personal data will always 
be there first priority.  Apple, on the other hand, takes the position that 
they are in the hardware business, not the data business, and that the 
de-identify your data before it is stored.  

c. Truly Disturbing Virtual Assistant Responses
i. Microsoft’s Tay.  

1. There is a history of various companies attempting to create learning 
machines that respond appropriately in various situations, but the 
difficulty is in the training.  

2. Microsoft famously built Tay, an AI powered bot that was learning 
appropriate responses from interaction on Twitter and other sites.  In 
short order, Microsoft had to silence Tay, because it began responding 
with inappropriate remarks. Writer James Vincent wrote an article 
published by the internet site “The Verge,” on May 16, 2016 titled 
“Twitter taught microsoft’s ai chatbot to be a racist asshole in less than a 
day” It is a comment upon our social media, news channels and general 
civility.  In essence, the chatbot was learning from what was tweeted to 
it.

ii. Google Assistant

https://www.theverge.com/2016/3/24/11297050/tay-microsoft-chatbot-racist
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1. There is an interesting video of Google letting two Google Assistant 
devices talk to each other.  

2. Eventually, one was calling the other a liar, and in a later part, responding 
that one loved the other.  This conversation, which seems to go on 
forever, is recorded in YouTube and can be found with a quick search.  

XI. ASI – Artificial Super Intelligence
i. From the authors’ perspective, this is simultaneously the most promising and the 

most troubling.  –This is what most of us think of when we think of stories of 
artificial intelligence.  Movies such as “Her” in which a virtual assistant has 
feelings, develops a relationship, learns, has a sense of humor, and “Ex Machina”
are glimpses into what we popularly believe ASI will look like.  

ii. While the definition of Narrow AI is “as good or better than a human in a single 
area,” AI as it is used today is most successful performing primarily repetitive 
work (make precise cuts in a board, or look through thousands of pages in 
documents and cases to find the one key document or case, with the ability to 
learn from mistakes and become constantly better and better).  

iii. ASI is completely different in two aspects.  
1. Definition (repeated) of ASI.  Intellect much smarter than best human 

brains in practically every field (scientific creativity, general wisdom and 
social skills, University of Oxford’s Nick Bostrom).  This definition is often 
used to describe general artificial superintelligence, and implies not only 
knowledge, but being self-aware and having emotions.  

2. This technology would be more capable than humans in virtually every 
field.  

b. The real difference between AI and ASI at the core of the processes, which is at the heart 
(pun intended) of the issue.  

i. In AI, the code is static.  The code may allow the system to “learn” such as in a 
neural network, and constantly refine the way that it reacts to a given input, 
coming to expect that input, or recognizing it, but even in a learning machine, the 
code itself remains static.  

ii. In ASI, the code written is merely the code to allow that ASI machine to write its 
own code, using whatever input the machine decides is important. 

1. R2D2, or HAL 9000?  
2. Friend or Foe?  Rise of the Machines?

c. Comparison of AI to ASI
i. AI

1. Algorithm
2. Based upon a set of rules 
3. Assumptions are made and implemented 
4. The programming is static, inflexible
5. The source code is fixed

ii. ASI
1. Thinking
2. No Assumptions
3. Dynamic, adaptive to market
4. Writes its own code

d. Artificial Superintelligence’s Impact on the Law
i. Narrowing our focus to our personal future:  

https://www.google.com/search?q=movie+%22her%22&rlz=1C1SQJL_enUS788US788&oq=movie+%22her%22&aqs=chrome..69i57j0l5.4886j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=movie+ex+machina&rlz=1C1SQJL_enUS788US788&oq=movie+ex+&aqs=chrome.1.69i57j0l5.4381j0j9&sourceid=chrome&ie=UTF-8
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1. The jobs in our industry will erode from the bottom, from least skilled 
toward most skilled.  This is not different from any other industry.  
Repetitive physical is the first to be replaced.  But what does repetitive 
physical labor mean in a professional practice?

a. We know that old fashioned secretaries have disappeared, 
replaced by scheduling assistants, voice dictation, keyboarding 
skills for every new lawyer.

b. There is a hierarchy in all of this (below).  
c. When you think about the extent to which the practice of law has 

already changed by application of technology, we have been the 
center of profound changes.  

2. In a recent discussion between the authors, the discussion moved to 
what was the greatest impediment to adoption of AI and ASI in the legal 
field. Not surprisingly, the answer was “ego.”  

a. Perhaps because lawyers are, from the first day of law school, 
raised on a steady diet of precedence, continuity of practice, and 
independence from external influence, there is steady resistance 
to technological innovation which would replace the traditional 
methodology of the attorney.  

b. There is a strong expectation by the authors that true adoption 
of ASI will only come in the largest firms, where the pressure for 
profitability is based upon a top down mandate, rather than an 
individual attorney’s decision.  

ii. An extension of the erosion which has already begun
1. First replacing administration support.  
2. Next litigation support
3. Next paralegals
4. Next associates????
5. Partners and Lead Counsel?  See discussions above about:

a. Ross Intelligence
b. Premonition

e. Leading to a complete case assistant, integrating all the above functions
i. Plus, strategy more accurate than a person

ii. All functions except human interactions are possible (meetings, depositions, 
courtroom…)

iii. Eventually some human interactions will be taken over by computers.  Much of 
the key to this is a mimicking of human attributes, to make the interaction more 
acceptable.  

1. Beware the Uncanny Valley.  This concept, that the closer an object is to 
having human qualities, it becomes more and more attractive, until 
suddenly, when it gets too close, but not quite right, the attractiveness 
leaves and it becomes uncomfortable, producing negative reactions.  

2. Consider Sophia by Hanson robotics in Hong Kong.  While watching 
Sophia, a first reaction is often that this is incredible AI, with the distinct 
sense that Sophia is considering and independently forming judgement 
and responses.  

https://www.google.com/search?client=firefox-b-1-d&q=uncanny+valley+examples
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a. However, it is in fact well known that the permissible questions 
that an interviewer can ask Sophia are very limited, and she is in 
fact part bot and part programmed responses.  

b. Hansen, her creator, is exploring the Uncanny Valley concept, 
challenging more the Uncanny Valley visual effects rather than 
the AI v. ASI future.  

c. CNBC has a good program on this at The Complicated Truth 
About Sofia the Robot – an almost human robot or a PR stunt?

3. Even more interesting is the recent Google demonstration of a virtual 
assistant making an appointment for the user.  It seems clear that the 
person at the other end of the call does not know they are talking to a 
machine.  

4. However, it is the human interaction that would seem to be at the heart 
of much of the traditional practice of law.  Interaction with clients, being 
able to empathize with the client’s situation while providing answers and 
paths to resolution has been at the heart of our practice.  

XII. The Other View of ASI
a. It is important to note that not everyone is comfortable with the race to create thinking 

machines, machines which exceed human capacity in almost every area. Notables as Elon 
Musk, of Tesla and SpaceX fame, and the recently deceased Steven Hawking, have 
expressed deep concern about the ethical and survival issues inherent in super 
intelligence without considerable thought and care.  

i. Perhaps this might be viewed in the same way as the creation of weaponized virus 
and bacteria strains in the laboratory, with an assumption by the creator that the 
weaponized virus could never escape the laboratory to the general population. 

ii. Elon Musk "If you're not concerned about AI safety, you should be. Vastly more 
risk than North Korea.” 

iii. Stephen Hawking: “AI could be worst event in the history of our civilization”

b. Although not one of the generally cited scientific peer reviewed publications, Vanity Fair 
Magazine published an in the March, 2017 issue which might have a shortened name of 
“Stop the AI Apocalypse”.  This article is a “must read” interview with Musk on his views 
of the deeper issues within ASI.  

i. Musk muses “sometimes what will happen is a scientist will get so engrossed in 

their work that they don’t really realize the ramifications of what they’re doing.” 
He went on: “With artificial intelligence, we are summoning the demon. You 
know all those stories where there’s the guy with the pentagram and the holy 
water and he’s like, yeah, he’s sure he can control the demon? Doesn’t work out.”

“Some A.I. engineers found Musk’s theatricality so absurdly amusing that they 
began echoing it. When they would return to the lab after a break, they’d say, 
“O.K., let’s get back to work summoning.””

ii. Whether you agree, the definition of a cyborg is “a person whose physiological 
functioning is aided by or dependent upon a mechanical or electronic device.”

Musk also takes the position that we are already cyborgs through our smart 
phones, which extend our capabilities beyond those of humans.  He says 
that our interface is still rudimentary because we are relying upon finger 
typing for interface, but that we have already become cyborgs.  

https://www.cnbc.com/2018/06/05/hanson-robotics-sophia-the-robot-pr-stunt-artificial-intelligence.html
https://www.youtube.com/watch?v=YCWJ0z6_z34
https://www.vanityfair.com/news/2017/03/elon-musk-billion-dollar-crusade-to-stop-ai-space-x
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c. Equally interesting is a Joe Rogan video podcast of his two-hour and fifteen minute 
video interview with Dr. Ben Goertzel who is one of the more interesting and 
genuinely strange star players in the ASI discussion.  

i. Goertzel is the founder of SingularityNet, a block-chain based AI 
marketplace and chief scientific officer of Hansen Robotics, creator of 
Sophia, discussed above.  

ii. Goertzel makes the point that clearly super intelligence in machines, 
capable of more than mankind in every area, is somewhere between a 
decade and three decades from being here.  But as Goertzel says, “no one 
quibbles with whether the Byzantine Empire created its civilization 10,000 
years ago or 10,050 years ago.  

iii. It is a challenging discussion (We intentionally avoid the word “troubling”) 
concerning the absolute assumption that all life form must be biologic.

d. At an interesting late 2017 lecture by ASI creator and co-author, Jeff Glickman, Glickman 
observed the parallel characteristics of an ASI computer and a psychopath, as defined in 
the Diagnostic and Statistical Manual of Mental Disorders, Fifth Edition (DSM-5).  The 
difficulty is not in enabling the machine to make decisions on its own.  The difficulty is in 
giving it a moral code as the framework of how it accomplishes the goals it is given.  

i. DSM-5 defines a psychopath as having at least three of the following 
characteristics.  

1. Failure to conform to social norms with respect to lawful behaviors
2. Deceitfulness
3. Impulsivity, failure to plan ahead
4. Reckless disregard for safety of self or others
5. Consistent irresponsibility
6. Lack of remorse

ii. At the same time, the humanlike robot, Sophia, by Hanson Robotics, professes 
that she has human-like emotions of empathy, sorrow, sadness, and happiness.  
How would one program in those emotions?  Would all robots have identical 
responses, since programmed the same?  

iii. Likewise, see the discussions of empathy in the Ben Goertzel interview above, 
supra.

e. Strategies for remaining relevant in the age of machines.  
i. Strategies and the questions of large firm issues and/or individual attorneys.

1. The first strategy is to “Differentiate instead of expanding.”
2. The second strategy is to “stay in front.”  That is, always be on the cutting 

edge in everything you do.  We all remember the famous explanation that 
today’s rocket science is tomorrow’s mass production.  Doing the same 
thing leads one to compete on price alone.  And as Seth Godin has said, 

“But the problem with the race to the bottom is that you might win.
3. Be more efficient by adopting new technologies in support of the above.  

This is critical, and will often land one on the bleeding edge rather than 
the cutting edge.  

4. Stay current.  Never forget as you pursue staying in front to likewise stay 
current.  International Association for Artificial Intelligence and Law

ii. Research: e.g. Springer Journal, Artificial Intelligence and Law (ISSN 0924-8463)

https://www.youtube.com/watch?v=-qfB8clUIaY
https://seths.blog/2012/08/the-race-to-the-bottom/
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XIII. Additional issues in current technology.  
a. Email Security

i. Do you read and consider alternatives in the way you use technology?
1. In a quick google search of the privacy policies for AOL and Yahoo, there 

is a story about the troubling privacy rights set by Oath, the media 
division of Verizon that runs both AOL and Yahoo, “Oath [which runs AOL 
and Yahoo] notes that it has the right to read your emails, instant 
messages, posts, photos and even look at your message attachments. 
And it might share that data with parent company Verizon, too.”

ii. How secure is your email?  What kind of information are you sending?  Have you 
reviewed whether your email provider has permission to read your email?  
Obviously, AOL and Yahoo do have permission.  

iii. Virtually every email provider employs AI to read every piece of email, and every 
attachment, to “enhance the services delivered to you.”  If you read the privacy 
statements and general statements, there is usually no promise with respect to 
the non-disclosure of contents, or to mask all individually identifiable 
information. While there may or may not be an undertaking to only share with 
certain partners and affiliates, these lack the kind of representations and 
warranties almost any lawyer would normally require.  

iv. In 2017, Google announced that it was stopping reading free Gmail accounts for 
purposes of targeted advertising, and that it had never read (for targeted 
advertising purposes) the business oriented paid Google GSuite business email 
accounts.  

1. Of course, it is all in the fine print, for what Google is saying is that it is 
quitting reading and analyzing your email for targeted advertising
purposes, but will continue to read all email, free and paid, for other 
purposes.  

2. The difficulty is that you, in fact, really want the services that are provided 
by giving Google or other companies unlimited access to your 
information.  

a. These services include virus scans, automatically noting that you 
received a meeting proposal and asking if you want to calendar 
that meeting.  

b. You will find that having an assistant read your email to you as 
you drive or ride public transit is incredibly efficient.  

c. As AI systems scan your email, all email, they can now suggest 
replies for you. In this area, see Google’s SmartReply features, 
which if utilized will scan your email and suggest responses.  This 
is based upon the common statement that an individual can scan 
their email, but does not have time to reply to all of it.  See this 
SmartReply link for a start on understanding.  

3. Do you want Google to stop sharing your email with developers?  (Yes, 
they do, it was revealed by Elizabeth Chuck in an NBC News post on July 
3, 2018).  The following steps came up in a quick Google Search.

a. How to stop third party apps from reading your email
i. Head over to your Google Account settings.

ii. Look at the apps listed under 'Third-party apps with 
account access'.

https://www.cnet.com/news/yahoo-aol-oath-privacy-policy-verizon-emails-messages/
https://www.blog.google/products/gmail/save-time-with-smart-reply-in-gmail/
https://www.nbcnews.com/tech/security/google-reportedly-allowed-outside-app-developers-read-user-emails-despite-n888571
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iii. Look for any with the words 'Has access to Gmail' next to 
them and click them.

iv. Click 'REMOVE ACCESS', and confirm your decision by 
pressing 'OK'. 

b. Let’s return to email security for a moment.  How can you further protect your email? A 
recent online article at Lifewire.com titled The 5 Best Secure Email Services for 2018 listed 
the following email services for serious privacy.

i. ProtonMail
ii. CounterMail

iii. Hushmail
iv. Mailfence
v. Tutanota

c. However, the use of this kind of security is simply not practical for lawyers in today’s 
world.  

i. It is not just changing your habits to go through an encrypted server, where not 
even the service hosting the emails can see your email, because they remain 
encrypted until you enter your password, at which point you can view, but they 
lock back when you log off.  

ii. It is a truism that we as consumers are irritated when we receive an attachment 
or message from a financial advisor that requires logging into a secure server, 
remembering passwords, etc.  

iii. This is an inconvenience that only the most security minded client would tolerate.  
d. However, items like regularly changing your passwords, not writing passwords down on 

paper, using a secure password vault, are all keys to the basic protection. 
e. True privacy is simply not possible.  In 2014, former it was disclosed that Former President 

Jimmy Carter never uses email to send communications to world leaders.  
i. President Carter confirmed that he always sends communications with world 

leaders by snail mail.  The former President disclosed his belief that the NSA was 
spying on him, which was denied by the NSA.  

ii. Then NSA Chief publicly said that the NSA does not read President Carter’s emails, 
it just keeps his telephone records (and yours and mine).  

1. That is, who each of us calls and who calls us.  Which is pretty funny.  
2. But the idea that the NSA is not collecting extensive electronic data on 

everyone is also relatively suspect in light of the recent Edward Snowden 
releases. 

f. A common practice is to see the number of lawyers of all ages and all levels of experience 
using a free account.  The most common are aol.com, gmail.com, and yahoo.com.  

i. At the same time, Yahoo has had its email customer accounts, plus records 
relating to its email customers, hacked a number of times.  

1. Reports confirm that 450,000 Yahoo accounts were hacked in 2012, 
2. Half a million Yahoo accounts were hacked in 2013, and 
3. One billion (1,000,000,000) Yahoo email accounts were hacked in 2014.  
4. In that instance, it seems to relate to internal conflicts within Yahoo about 

security costs and conflicts between IT and Management.   
g. Clearly, email is your most basic tool, and it is rare that a lawyer writes a letterhead letter.  

i. Even then, it is often transmitted by attaching it, unencrypted, to an unencrypted 
email.  

https://www.lifewire.com/best-secure-email-services-4136763
https://www.independent.co.uk/news/world/americas/former-us-president-jimmy-carter-does-not-send-emails-because-he-thinks-the-nsa-monitors-him-9212843.html
https://www.nytimes.com/2016/12/14/technology/yahoo-hack.html
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ii. Only in the most sensitive of matters would someone be willing to move to a fully 
hidden system.  This is consistent with the ABA Model Rule 1.4, and Formal 
Opinion 477R thereunder, which requires judgement in deciding the amount of 
security to be applied.  

XIV. Catastrophic Mistakes – aka – Stupid, Preventable Mistakes
a. These all relate to Model Rules 1.4 and 1.6

i. Look at the email addresses before sending, and always begin the email with the 
name of the person to whom it is intended.  I get one email at least every day 
sent to a group, but only intended as an action item for one person in the group.  
Yet the email isn’t clear who is to take action.  

ii. The most common email mistake is an autofill email address, and either clicking 
on the person above or below the correct one from the list or not realizing the 
autofill has picked the wrong “George.”

b. Sending a confidential email to the opposing lawyer.  The “Oh No” moment that happens 
in everyone’s life.  

i. Emails have become a chain of prior emails, depending upon your settings, with 
prior emails carried forward in each new email.  

1. One of the settings in any email application is whether the email to which 
you are responding will appear in your response.  

2. Often these prior emails are even hidden, with a small link at the bottom 
that says “see prior” or the like at the bottom.  But whether or not you 
click “see prior” the entire email chain is sent. 

ii. While it may be convenient to mark “include prior” as yes, in today’s world, a 
single email may have five or six prior emails embedded at the bottom of it.  A 
suggestion would be to turn off the automatic inclusion of the text from the email 
to which you are responding, and clip and insert the portion.  Sooner or later, this 
is going to bite you.  

iii. Never, ever, and this is a suggestion from experience, respond to an email using 
Outlook for iPhone.  

1. This is particularly true if prior emails are threaded and included.  
2. The iPhone real estate (screen) is just too small to dependably show you 

all of the email addresses to whom the email is sent, and it may be going 
to opposing counsel, or to a distribution list you did not want.  In addition, 
if there are stacked emails, you may think you are hitting reply all to one 
email, but in fact relying all to a different email that has the wrong 
recipients.  

3. Just take the pledge.  I will never respond to an email on my iPhone.
c. Setting the switch in your email client to thread all emails.

i. Titles are not that unique.  In Outlook, Mail by Apple, and most other mail clients, 
there is a choice of how to organize emails.  The prudent manner is to organize 
by date received rather than conversation.  

ii. You can then click back and forth to see a whole conversation, but the suggestion
is to always organize emails by date received, so that emails within the same 
conversation don’t get hidden.  

iii. Sometimes this same setting may be organizing them by thread. It is just too easy 
to miss a new email when 5 or 6 on the same subject come in all at the same time.  
Sometimes it isn’t that you miss one out of three or four new ones, sometimes 
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the email client finds an unrelated email with the same subject, and hides an 
important email behind something completely unrelated.  

iv. Microsoft Outlook is particularly bad about this when used on any Apple device, 
and most of us want to use Outlook particularly on our cell phone and iPad.  If 
you do, a suggestion is to turn off threading, and again, never respond to a critical 
email from your iPhone.  Too easy to not see who it is really going to.  

d. Never copy the client on an email to opposing counsel!
i. When sending an email to an opposing counsel, send the copy of that email to 

yourself as a blind copy.  Never send that blind copy directly to the client.  
ii. Then, as step 2, send the copy that comes to you on to your client.  Clients are 

particularly subject to hitting “reply all” to an email that comes to you, thus 
copying opposing counsel if you have directly copied the client on your email.  

1. Example, you write email to opposing counsel (or IRS agent) talking about 
X.  If you copy the client directly, the client may hit reply all, saying “Good 
work, glad you didn’t bring up Y.  Or when are we going to tell them about 
Z?

2. If you have copied yourself, then forward that to the client, then the 
client can hit “reply” or “reply all” and it doesn’t make any difference. 

e. Never blind copy anyone other than yourself.  
i. This is an extension of the prior thought, but again, the person receiving the blind 

copy may not notice that they have been blind copied, and simply hit reply all.  
ii. Thus, you are suddenly embarrassed by someone writing back to the entire group 

that you were trying to keep on a blind status.  
f. Metadata

i. Never send a word version of a document to opposition counsel without knowing 
exactly whether it has been scrubbed for metadata.  If you don’t know what 
metadata is, you are not complying with Model Rule 1.1.  Simply put, it is the 
ability of the person receiving the document to see all prior drafts and changes, 
even without track changes turned on.  

g. Check your outbox every day in your mail client.  It is incredibly common that your mail 
account will want the password re-entered or changed.  And in the meantime, on Outlook 
and Mac Mail, it will throw everything you are writing into an outbox.  The damage is two-
fold.  First, important emails you think are going out may still be sitting on your laptop. 
Second, when you do fix the password, all emails from the last week or two, silently sitting 
in your outbox getting more and more out of date, will suddenly send, even though they 
may be days out of date.  Embarrassing.  

h. Password protect your phone, tablet, and laptop computer.  And close the operating 
system so that you must log in each time you open it.  Not doing so means that anyone is 
logged in if they have your device.  

i. Make sure your phone, tablet, and laptop have tracking software that will allow finding if 
lost.  I once watched my iPhone drive down Interstate 30 between Dallas and Ft. Worth, 
and park in a parking lot using Apple’s “Find My Phone.”  Then it went dead when the 
thief removed the sim card.  

j. Make sure the drives on your laptop, and your phone and tablet, each have a remote 
destruct program so that if it cannot be recovered, the drive can either automatically or 
by remote instruction, self-destruct.  

k. Slow Down!
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i. This is so easy to say, and so hard to do.  But most of the mistakes made in 
technology and protecting client confidentiality (both attorney client privileged 
matters and work product matters) are caused by just moving too quickly.  
Responding to emails without taking the time to really look at what is included as 
to prior emails, exactly who the addressees are, and even the possibility that you 
may do it right, but the client or co-counsel may make a mistake and forward 
inappropriate material.  

XV. Conclusion
a. Decide whether you want to be part of this.  
b. But as the saying goes, “If you don’t like change, you are going to hate being irrelevant.”

ENDNOTES


